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Abstract: Reliable security is essential for information systems. Considering the extent and speed of utilizing ebanking, banks require more up-to-date and sophisticated mechanisms than others. Security Operations Center
(SOC) is a safe mechanism capable of providing such security for all pertinent functions of a bank. The purpose of
this study was to evaluate the feasibility of using the SOC for enhancing the reliability of the security system at the
Agricultural Bank of Iran at all levels. In this study, the relevance of the SOC to the Agriculture Bank of Iran is
asse ssed from a multidimensional viewpoint that includes structures, people, processes, and price.
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1. Introduction
*Reliability

and security of information have been
of concern within the banking system. In mid-1970s,
the Information Security Management System
(ISMS) was introduced as a policy, articulating
matters regarding information security (Humphreys,
2011; Dhillon and Backhouse, 2000). Since then
numerous efforts have been made to assure the
reliability and security of information systems by
designing new security systems and introducing new
standards for enhancing security (PCI DSS 3.0,
2014).
One of the more promising structures known as
the Security Operations Center (SOC) is a centrally
located unit, technically and organizationally, in
charge of all information security matters of the
entire organization (Managed Services at the Tactical
FLEX, 2014).
As an all-in-one structure, SOC offers a
comprehensive and systematic approach in
continuously (24/7) monitoring and controlling the
entry and exit of the data, confronting information
security issues with an attitude of spontaneous
security-threat-detection with immediate response,
leaving no room for further deterioration of the
process. It is especially the latter, plus the centrality
of SOC and its non-stop operation that make it one of
the better choices for ensuring information security
for the banks "(Transaction Monitoring for HMG
Online Service Providers, 2014).
Banks have been among the first to embrace the
new technology and offer electronic banking
(Majidpour and Setareh, 2011). The velocity of
exchanging financial information electronically,
across the globe, by the banks, enhances the need for
a fast and flawless information system that secures

the data (Liao and Cheung, 2002). Similarly, the
Agricultural Bank of Iran has been one of the first
Iranian banks to embrace the new technology and
offer electronic banking.
Research indicates that the SOC is capable of
satisfying this need, for banks in general and the
Agricultural Bank of Iran in particular.
1.1. Necessity of SOC in banks
At the first step in securing electronic or online
banking, bank prompts its customer to use its
equipment or tools (Moghadas, 2010), but this is not
enough lonely. Deployment of security solutions
such as Firewalls, Anti-malware, IDS †, IPS ‡, Accesscontrol and Authentication-systems can somewhat
rescue the network from its passive and without
supervision mode. Using this equipment leads
generating a huge amount of security incidents in
different formats (Scarfone and Mell, 2007). But with
network integrated and comprehensive security
observation in SOC, managers can have a detailed
analysis of network security situation and its risk, in
addition that it provides the permission to have the
best reaction against the threats. The main reasons
for the necessity of SOC in the bank are as follows
(Gholipour and Imani, 2010):
• Prevention of failures albeit small and short
• Notification and registration of attacks and threats
revealed in the banking system
• Avoiding the traffic increase in accessing to data
centers
• Prevention of multiple configuration problems in
firewall, IDS, and routers
• Optimal management of events
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Internet services, anti-malware, etc. (Abdullah et
al., 2006).
• Aggregation unit of events: This unit collects
events using related protocols and stores them
after preprocessing operation and monitoring
these events in the database.
• Correlation analysis and detection unit of events:
Responses for analyzing the collected events across
the information infrastructure.
• Patch management and configuration review: It
improves attacks and threats in the process of
analyzing events and respond to events generated
by security managers.
• SOC portal and console: Have duties such as
immediate notification of security events, adjusting
parameters for each of the following systems and
preparing a variety of reports on the status of
network security, and generated security events
and also analysis and reporting of security risks.

• Removing duplicate events and the correlation
between events
• Protecting and responding to different types of
attacks
• Creating security patches to correct applications
and network equipment
• The exact knowledge of the managers of the
network security risks
1.2. Definition
SOC is a place for 24-hour monitor and control
the security of entry and exit the data in the realm of
information exchange with the attitude of security
threats detections.
1.3. Purposes
SOC produces an immediate report of what is
happening on the network with data collection by
various tools deployed throughout the network and
then the integration of this information and
integration of them. Network operator can manage
and response to the attacks before they harm the
network using this information (FAVA Passive
Defense Center, 2009; FAVA Passive Defense Center.
2013). Determination and correction and timely
reaction are the main reason for setting up the SOC
and one of the most important issues in its design
should have these public following features (FAVA
Passive Defense Center. 2013):
• Scalability: Do its duty with the increase in
production of events
• Modularity: Can add or change the new analysis
and correlation algorithms and resources to the
system.
• High efficiency: Have a complete coverage of the
relevant infrastructure
• Security: Collection of events from different
sources must be through secure channels.
• Connection with computer rescue centers: In order
to update and comprehension their knowledge
base, they use output of the computer relief and
rescue centers (FAVA Passive Defense Center,
2009).

1.5. Advantages
Threat management, vulnerability assessment,
security device management, online security
dashboard, trouble ticket system, reporting system.
2. A review of past works
2.1. SOC in non-bank organizations
• Transportation Security Administration (TSA) is an
agency of the Department of Homeland Security
United States of America that has deployed SOC in
most airports in the country (TSA, 2014).
• Microsoft has provided solutions for the
establishment of the SOC. The company has created
centers in America, Britain, and India and provide
services in the field of duties through seven
hundred websites [Microsoft in Public Safety and
National Security].
• IBM Company has provided managed security
services under the web security tools and provides
them to the applicant organization (SOC).
• HP Company describes the best way for the
creation and growth of the SOC in a paper that can
be useful for those organizations that are building
new SOC or optimize their existing SOC (HP
Enterprise Security Business Whitepaper, 2011).
• Infrastructure Communications Company: It is the
subset of Ministry of Communications and
Technology in 2014 that is implementing its own
SOC project (Ministry of Communications and
Information
Technology,
Infrastructure
communications Company, 2011).

1.4. Overall structure
Security incidents are produced in an information
infrastructure by the sensors. Security events are
collected and stored in the same format in the events
database. The collected events are analyzed by the
analyst and then attacks and security threats related
to the information infrastructure will be announced
after evaluating the correlation between events (HP
Enterprise Security Business Whitepaper, 2011). In
the following, performance of each of the major parts
of the system will be examined (Gholipour and
Imani, 2010; FAVA Passive Defense Center, 2009).
• Sensors: The resources are the collected security
events. The most important sensors are IPS, IDS,
firewall, switches and routers, operating systems,

2.2. SOC in banks:
• SOC was inaugurated at the Central Bank of India
in June 2012. The purpose of its establishment was
to integrate security activities.
• Central Bank of South Africa is established in 2013
(UBA).
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Provable services by a safety relief group can be
divided into three general categories: Preventive
block, reaction block and quality security
management block.

• The first phase of bank emergency and network
security control center has been launched in 2012
in the country and its future plans of this center
announce becoming a bank SOC (Iran e-banking
news website, 2012).

3.1.1. Preventive block
3. Presentation of the proposed model
All actions in preventive block are done in order
to prevent cyber threats. The following occurs in SOC
empowering block: Individuals, tools (software),
protocols, equipment (hardware).

Using a Security Operations Center is the solution
to all problems. The implementation possibility of
this center should be provided in both forms of
software and hardware (Leon and Sixto, 1976). SOC
shows the status of what is currently happening in
the network through a central console. This center
simultaneously suggests or implements appropriate
solutions tailored to each event (Nadel and Barbara,
2004; Bidou, 2011).
3.1. Proposed plan
The notable point in this design is the flexibility in
methodology, in which certain solutions can be
offered to clients according to their specific required
services to manage network security. All services
offered by the SOC are monitored and managed
(McAfee® Foundstone® Professional Services,
2013). The plan should be designed in such a way
that it has a comprehensive approach to the various
aspects of this center.

Name
CSOC
manager
CSOC analyst
SIEM tool
Sys logger
DLP Protocol
Net Flow
Protocol
SNMP
Protocol
IDS
IPS
Firewall
PNM
Honey pot

Fig. 1: Architecture of proposed plan

Table 1: Preventive block details
Details
It has coordinating and managing role on all activities (McAfee® Foundstone® Professional
Services, 2013)
It analyzes the events and records them in certain forms (McAfee® Foundstone®
Professional Services, 2013)
It is used to reduce errors in IDS diagnosis (Swift, 2014).
It is a standard for logs. Windows operating system logs are saved in binary format in evt files
(Neysi and Madhaj, 2011)
It is able to detect and block leakage of information in web security gateways (Websense,
2010)
It sends the flow data to the server that pass from the router or switch
(http://www.cisco.org)
The seventh layer protocol that allows the transfer of management information between
network elements. It is part TCP/IP protocol (Douglas et al., 2001)
It identifies and detects any unauthorized use of the system, abuse or harm by both internal
and external users (Darrin, 2003)
Its tasks are identifying malicious activities, recording information about them, action to stop
them and recording reports (Engin et al., 2009)
Probably already have a firewall and there is no need to re-install it on the system (Raj, 2000)
It monitors services, servers and hardware (PNM, 2010)
It is an information system that use s its resources to detect and collect unauthorized activity
on the network (Kaushik and Tyagi, 2012)

Monitoring, procedures, follow-up,
(Khalilipour and Nouralivand, 2012).

3.1.2. Reaction block

Dependence
Individuals
Individuals
Tools
Tools
Protocols
Protocols
Protocols
Equipment
Equipment
Equipment
Equipment
Equipment

warning

3.1.3. Security Quality Management block

These services are not limited to the security
group and they are designed with the aim of
enhancing the overall security of the IT system.
These services include risk analysis, continuity of
operations and disaster recovery plans, security
consulting, information, education, and assessment.
This block includes the following processes:

This block contains the following: Decision
making, business continuity, disaster recovery,
problem-solving, and relief.
3.2. Proposed cycle
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Deming cycle consists of four stages: Planning,
implementation, control, and review that are raised
by Dr. Deming§. Deming PDCA cycle is a simple and
effective method to solve the problem and change
management (Shewhart and Walter, 1980).
Continuous model proposed in this center is as
follows:

Before the creation of SOC, organizations need
time for its planning to design it in the following way
before the implementation of the structure.
3.4.1. Physical structure
Includes facilities, workforce, support staff,
training and practice, sharing threat intelligence,
surveillance technology and additional technologies
3.4.2. Training
Training courses should include:
SANS**, Intrusion Detection In-depth, and GCIA ††.
For security information and event management
(SIEM) organizations, training program spins around
ArcSight and ACSA ‡‡(Communication Vally Reply,
2011).

Fig. 2: Security Operations Center in the PDCA cycle

PDCA cycle is repeatedly executed in different
time intervals T. With the implementation of the
cycle, designing is done first at each stage. Then, this
design is implemented on the bank's IT platform.
This implementation is reviewed and evaluated and
finally, the design will work on it.

3.4.3. Power supply planning
There should be at least ten analyst among
manpower employed in SOC 24×7×365 (24 hours
Day 7 days a week, every day of the year) Best timing
for these four is a twelve-hour shift per week. Two of
the more experienced analysts who are known as
second level analysts work in 8×5 work shift
(Tanenbaum and David 2010).

3.3. Evaluation the status of the proposed SOC in
the framework of security architecture
SABSA is a layered model for organizational
security architecture. SABSA model is composed of
six layers and the general characteristics of each
layer is shown in the following table.

3.4.4. Structure of processes and procedures
The evolution of process management initially is
achieved by repeatability and continuous
improvement processes. Capability Maturity Model
Integration (CMMI) belonged to Software
Engineering Institute (SEI) Carnegie Mellon®
proposed an excellent method for continuous
improvement process: CMMI provides the essential
elements of effective processes in organizations. This
model can be used during implementation of the
project and a portion or all of the organization and in
order to improve the process. It also helps to
integrate separate categories such as organizational
duties, set of purposes and development processes
priorities, guidance of high-quality processes and
also providing a reference point to assess current
processes (Paulk, 2002).
SOC processes are divided into four main
categories:
• Commercial processes: It is the documentation of
all management components, which is required for
practical implementation.
• Technology processes: Maintenance information
that include system management, configuration
management and conceptual design.
• Operational processes: Machine documentation of
daily operations such as scheduling work shifts and
turn-over procedure.

Table 2: Various levels of SABSA security architecture
Contextual architecture of
Skill view
security
Conceptual architecture of
Architect view
security
Logical architecture of
Designer view
security
Physical architecture of
Constructer view
security
Architecture of security
Supplier view
component
Security services
Service manager view
management architecture

One of the features of SABSA is using the best
practices and standards of information security.
SABSA framework unlike other frameworks that are
more abstract is more functional and with
presenting methodology. In the view of the above
mentioned security architecture, six questions of
what, with what motivation, how, who, where must
be answered.
3.4. Structural aspects of the proposed model to
the Agricultural Bank

**

System Ad ministration and N etwork Security

GIAC Certified Intrusion Analyst
ArcSight certified secu rity analyst

Dr. William Edwards Deming (October 14, 1900 – Decemb er 20,
1993)
§
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Therefore; the proposed should be assessed with
qualitative factors. Key performance indicators are
classified in categories named control purposes and
represent goals that each category is responsible for
it (Tanenbaum and David 2010; Manzuk, 2006). We
should inevitably collect all key performance
indicators that must be fulfilled in SOC to evaluate
this proposed model. This set of indicators can also
be viewed and explained as a basis for evaluating the
performance of each SOC. This index was reviewed
in the proposed model and it can be seen that the
proposed model can meet all these indicators. These
indicators are supported by proactive and reactive
block. Similarly, IPS and VPN with protocols of SSL
VPN and PPTP, L2TP over IPsec, IPsec also including
indicators that are supported by proactive and
reactive block.

• Analytical processes: Includes all activities
designed to identify and understand the
devastating events.

Fig. 3: Hierarchy of SOC

4.2. Recommendations
3.5. Technology

The obtained results in this paper cover different
aspects. On the one side, the most important
achievement is presenting an inclusive plan, which
observes different perspectives of the Agricultural
Bank’s cyber security issues and will demonstrate
appropriate action in the event of any problem.
Another important extracted aspect of this paper is
the presentation and suggesting SOC lifecycle that
works based on the PDCA model and it makes the
deployed SOC on cyber banking system to move
towards technological maturity by continuously
planning, performing, evaluating and action.

Arc Sight solutions are the better solution for
monitoring, evaluation, and response to malicious
events. ESM is a step beyond the storage and
preparation, monitoring and communication. Its
characteristics are analysis based on the historical
event and automatic reaction and a high level of risk
management in relation to trade in today's digital
world. Arc Sight manages the event in real-time and
does legal works and creates warning event source
preparation time with caution exercise.

4.3. Future works
Due to the ongoing nature of subversive activities
in cyberspace banking, it is expected that SOC adapt
itself to the new conditions and dynamically respond
to different circumstances to protect the property of
the people. Items that can be recommended for
future works are as follows:
• Providing a more detailed conceptual model to
describe the life cycle of SOC
• Providing a conceptual model to describe the
maturity of the centers
• Providing and developing the organizational
structures and Follow Diagram
• Explaining the organizational field activities (WBS)
in Bank’s administrative system
Codification of structured and precise key
performance indicators to access.

Fig. 3: Effective analysis using ESM

4. Conclusions and recommendations
Based on the software lifecycle, it can be said that
assessment of the quality of SOC is a process that
should be done during a cycle.
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