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Abstract: Software development projects are by their nature complex projects. Risks or threats, on the other hand,become important factors in the successful completion of the development of software projects as many projectshave failed due to improper identification and management of software risks. Assessing soft-ware risks, differentapproach were proposed in the literature. However these approaches lack detail in their processes and they mainlyfocused on large projects and on specific application areas in software projects. This paper is focused on softwarerisk assessment in the context of SME companies. The objective of this paper is to identify the influencing factorsthat the analyzed approaches have. Also, this paper, proposes an effective and integrated risk assessmentconceptual framework for SMEs software development projects.
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1. Introduction

*In today’s world, software development isbecoming more complex and a strong strategy isrequired to successfully manage software projects.Software development projects are “a complexundertaking by two or more persons within theboundaries of time, budget, and staff resources thatproduces new or enhanced computer code that addssignificant business value to a new or existingbusiness process” (Wysocki, 2013). This complexityand multi-dependent characteristics make managingsoftware development a challenging task (Singh,2012). Moreover, the complex activities undertakenin software development can result in severalvulnerabilities which can affect every portion of theproject (Boban et al., 2003).In addition, software projects face a significantamount of uncertainty that is usually manifested aspossible risk materialization (Sharif, 2009). Risk is “apotential event or occurrence, which, if it occurs, hasa positive or negative impact on the project’sobjectives” (Jordan, 2013). Assessing risk requiresfirstly identifying risks using different riskidentification techniques, secondly analyzing theidentified risks, and then finally prioritizing them inorder to be able to manage and control them.Various software risk assessment approaches areproposed in the literature that provides quantitativeassessment of soft-ware project risks. Theseapproaches include models and methods but few ofthese models and methods developed a visualrepresentation of their proposed solution.In this paper, emphasis is laid on assessingsoftware development project risks for small and
* Corresponding Author.

medium enterprises (SME) in the context ofMalaysian software development companies. Anexploration of the factors influencing on the use ofrisk assessment techniques and tools aims toprovide an understanding of software riskassessment implementation in Malaysian softwaredevelopment companies from multiple perspectives.The paper also proposes an effective approach ofsoftware risk assessment that simplifies the processof identifying, analyzing, and prioritizing softwareproject risks. The proposed effective and integratedrisk assessment framework works as a guideline fora better risk assessment process.In the coming section II, the paper summarizes abrief benchmark of existing models and methods inthe software risk assessment approaches. After that,a detailed discussion of the proposed conceptualframework is presented in section IV. Finally,conclusion and future directions are presented insection V.
2. Benchmark of existing approachTo evaluate the risk involved in carrying out aproject, researchers have developed differentapproaches including models or methods by focusingon various kinds of software projects and by usingdifferent applications (Deursen and Kuipers, 2003),(Foo and Muruganantham, 2000), (Gupta and Sadiq,2008), (Iranmanesh et al., 2009), (Jianyi et al., 2008),(Sanusi and Mustafa, 2008), (Mustafa et al., 2010),(Luqi and Bhattacharya, 2000), (Qinghua, 2009),(Sadiq and Ahmad, 2010), (Choetkiertikul andSunetnanta, 2010), (Tang and Wang, 2010), (Sharifand Rozan, 2010), (Choetkiertikul and Sunetnanta,
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2012). These approaches include studies thatvisualized their approach into a tool and those whoonly proposed a model or a method. Acomprehensive review of software risk assessmentapproaches is presented in articles written by (Sharifand Basri, 2011) and (Sharif and Basri, 2011).In addition, two different perspectives wereemployed to analyze the existing approaches. Firstly,the strengths and weaknesses of the visual tool ofthe proposed approaches were fully analyzed. Thesecond perspective entails assessment and furtheranalysis of the risk assessment issues of the existing

approaches based on the software risk assessmentprocesses. Both of these analyses which presented in(Sharif and Basri, 2011) and (Sharif and Basri, 2011)are combined to generate factors that influencethese approaches in order to provide effectivesoftware risk assessment that can support currentpractices.The analyzed current software risk assessmentapproaches which provide visual representation oftheir approach are shown in Table 1.
Table 1: Current software risk approachesAuthor(s) & Year Area Approach based on Application UsedChoetkiertikul & Sunetnanta(2012) (Tang and Wang,2010) Offshore CMMI QuantitativeApproach IBM JazzMustafa et al. (2010) (Luqiand Bhattacharya, 2000) Generic Probabilistic InferenceModel UnknownSharif & Rozan (2010)(Singh, 2012) Project Time None Oracle AppexIranmanesh et al. (2009)(Jianyi et al., 2008) Generic Fuzzy logic MATLABJianyi et al. (2008) (Sanusiand Mustafa, 2008) Generic Analytic Hierarchy Process(AHP) and Support VectorRegression (SVR) Delphi 7.0 and LibSVM 2.85

In the analysis of strength, weakness, and issuesof current risk assessment approaches, detailedresearch gap analysis of current software riskassessment approaches in the literature wasprovided. Some weaknesses were found to be themost recurring such as the risk prioritizing process,which was either unavailable or insufficient, and riskidentification techniques. Also observed is the lack ofdata on project users participating in the process ofrisk assessment such as project manager, projectteam, and stakeholders. In addition, there isinadequate risk identification and prioritizationprocesses in the analyzed approaches.In the process of identifying, analyzing, andprioritizing software risks, these models andmethods lack detail in their processes. This includesthe lack of all user (manager, team, and stakeholder)involvement in the project, the lack of grouping riskinto their related dimensions, and inadequate riskidentification and prioritization process. In addition,these approaches tend to focus on specificapplication areas in soft-ware projects like e-commerce and virtual projects. As well, theseapproaches lack the use of different riskidentification techniques, and lack of analyzing riskbased on the different characteristics of risk. Thesecharacteristics include analyzing the correlation,history, time-frame, and portfolio of the risk in theproject and in the organization’s projects overall.Moreover, the proposed approaches in theliterature are more useful to large enterprises thatundertake large software projects. The existingsoftware risk assessment models and methods arenot readily useful for small and medium enterprisesprojects despite the fact that the small and mediumprojects typically carry the same or more risk as do

large projects (Gray and Larson, 2008). According to(Habra et al., 2008), one of the main characteristicsof small companies is that they do not carry out riskmanagement.Furthermore, the analyzed approaches areinclined to the risk analysis of specific softwareapplication areas like offshore projects. Thisconstrains the applicability of the approach togeneral software projects. Also, these approaches donot take into consideration the diverse riskidentification techniques, analyzing risks in differentimpact levels including team, technical performance,cost, and schedule impacts, and risk analysis basedon the different components of risk. Thesecomponents comprise analyzing the correlation,history, time-frame, and portfolio of the risk in theproject and of the organization’s projects in general.In line with the different problems andweaknesses inherent in existing software riskassessment approaches, this review deduces thatthere are several disparities between thedescriptions. The studies were unable to recognizesimilar pat-terns within these approaches. The non-correlation of between activities, artifacts, androles/actors is attributable to the lack of detaileddata on the processes. Hence, the current softwarerisk assessment approaches offers no viable processto practitioners. This has led to demand for asoftware risk assessment process that is appropriateto all practitioners. Section IV entails a detailedanalysis of the aforementioned influencing factorsand covering all essential process elements thatprovide clear guidelines for the practitioners, so asto develop an improved framework of the softwarerisk assessment processes.
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3. Study methodologyIn order to develop the proposed conceptualframework that suits the practitioners in the contextof SME software development companies, thefollowing Fig. 1 shows the process methods followedin order to develop the conceptual framework.The collected software risk assessmentapproaches in the literature are studied andexamined. The investigation focuses on specifyingthe strengths, weaknesses, and assessment issuesthat current approaches have. The consolidation ofthe findings of these analyzes provides theinfluencing factors and the gap found in the analyzedapproaches. From these influencing factors, theconceptual framework is formulated and developed.In the following section, the main constructs.

Fig. 1: MethodologyAs shown in the methodology, the first phase wasidentifying existing approaches. The next phase wasanalyzing the strengths and weaknesses of theapproaches and also the risk assessment issues ofthat these models and methods have. Acomprehensive of the findings of these analysis arepresented in (Sharif and Basri, 2011), (Sharif andBasri, 2011), (Sharif and Basri, 2011) and (Sharif andBasri, 2011). The next phase is to identify theinfluencing factors that affect the risk assessmentprocess. These factors were identified from theweaknesses and issues that the analyzed approacheshad. From these factors the relationship that eachfactor has to the software risk assessment processbeen identified which yielded the effective andintegrated software risk assessment framework thatis presented and detailed in next section.
4. Proposed conceptual frameworkConsistent with the prior researchaforementioned and in order to answer the objectiveof getting effective and integrated software riskassessment model, the paper integrated theinfluencing factors of the analyzed models, methods,and their visual tools to come out researchconstructs that take important role in theeffectiveness of software risk assessment process.Fig. 2 shows the proposed theoretical researchframework that combines the main research

constructs. Next a detailed of these constructs andtheir importance in the process of getting effectiveand integrated risk assessment process arepresented.

Fig. 2: Research Conceptual Framework
4.1. Mixed risk identification techniquesRisk identification is the first step in riskassessment processes. It demands the application ofa diverse range of techniques which allow projectmanagers, project team, and stakeholders to pointout all likely threats that can affect the timelyexecution of the project within budget and of therequired quality. This requires the application ofvariable risk identification techniques that have beenreported in the literature in which their applicationis entirely different in relation to practitioners andresearchers. For the practitioners, using variabletechniques to identify risks entails time andexperience, which the focus group of this research –Small and Medium Enterprises (SME), are deficientin. In contrast, the majority of researchers havedeveloped models, methods and their visualizedtools systematically or semi-systematically toidentify risks in the project by integrating theirmodels or methods using only one technique whichidentifies risks from one perspective.Authors (Sharif and Rozan, 2010) and(Choetkiertikul and Sunetnanta, 2010) used projectdocumentation data to methodically identify projectrisks given project documentation data is one of themajor techniques for identifying project risks. Earlieron, authors (Moynihan, 1997) pointed out that usinga registry in risk management, which contains priorproject risks, is required for the identification ofsoftware risk. According to (Westfall, 2001), thereare several risk identification techniques, whichinclude interviewing, reporting, decomposition,assumption analysis, and critical path analysis,utilization of risk taxonomies, and using projectdocumentation and plan data.Interviewing/brainstorming is a technique inwhich undefined questions are proposed withproject managers, project team, and stakeholders toidentify possible risk prone areas. Voluntaryreporting is another risk identification technique,where members of the project are encouraged tomake suggestions, and are remunerated should theyidentify risk and draw the management’s attentionto it. Risks can also be identified by means of
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reporting mechanism techniques such as statusreports or project reviews. Furthermore, anothertechnique is risk identification in products of theproject which are decomposed during therequirement and design phases. As author (Ould,1990) states, “The most important thing aboutplanning is writing down what you don’t know,because what you don’t know is what you must findout”. Thus, every TBD (“To Be Done/Determined”) isa potential risk. Hence, decomposition in the form ofwork breakdown structures during project planningcan also aid in identifying areas of uncertainty thatmay be required to be reported as risks.For another risk identification technique,Assumption Analysis, process and productassumptions must be analyzed wherein if theseassumptions are verified to be false, there could bemajor problems. Moreover, Critical Path Analysis isused to analyze the project plan for any likelihood ofschedule breakdown given that it directly affects thecapability to achieve the schedule datelines. Finally,risk taxonomies are also used to identify risks bymerging lists of problems that have occurred onother projects, which can be used as checklists tohelp make certain all possible risks have beendetermined. An example of risk taxonomy can befound in the Software Engineering Institute’sTaxonomy - Based Risk Identification reports (Carret al., 1993), (Kendall et al., 2007).Furthermore, questionnaire/checklists andDelphi techniques are also risk identificationtechniques that can play a significant role in projectrisks identification. Questionnaires are preparedwith a list of existing risk factors in the field whichhave been reported in several studies as top or highrisks in the project. The impact of these risks oncurrent projects is analyzed by allowing theparticipation of all project users (project managers,project team, and project stakeholders). Theprepared list of factors will aid the identification oftop risks that may affect the success of a project. Thecontrasting feature between questionnaire andinterviewing/brainstorming technique is the list ofopen-ended questions proposed ininterviewing/brainstorming to help brainstormproject users to identify any risks that may occur in

the project, unlike the questionnaire which containsdirected and specific questions. On the contrary, riskidentification checklist technique is closer toquestionnaire risk identification technique. Thequestionnaire uses a Likert-scale to measure theimportance level of these risk factors. Variousresearchers have adapted the questionnaire riskidentification technique which can measure riskmanually and analytically.Delphi risk identification technique is regarded asa more versatile technique for identifying risks incontrast to other techniques but performing thistechnique systematically has yet to be initiated.Authors (Schmidthl et al., 2001), (Addison, 2003),(Pare, 2008) are some of the few researchers whohave adapted this technique in their research. In astudy by (Schmidthl et al., 2001), the process ofidentifying top risk factors using Delphi techniquecomprised three different phases. Some of thesephases are also found in other techniques but thedistinctiveness of this technique is the usage ofpanels which combines different experts to suggestrisks, group them, and rank top risks by combiningthe expert’s dissimilar consensus and thenevaluating their level of consensus.Based on the different risk identificationtechniques earlier reviewed, several researchers’evaluated different models and methods developedto identify, analyze, and prioritize risks in projects. Aview of these models or methods has furtherimplemented a visual tool for assessing riskssystematically. These models and methods adapteddifferent techniques for identifying risk as shown inTable 2.As shown in the table, researchers adopteddissimilar tech-niques systematically or semi-systematic in their risk identification process, withno commonly shared technique(s). Theseresearchers also assessed the applicability of thesedifferent techniques in risk identification inMalaysian SME software development projects. Thecombination of different identification techniqueswill provide more robustness compared to adaptingonly one technique for the risk identificationprocess.
Table 2: Risk identification techniques adapted by the reviewed models and methodsUsing Risk Identification Techniques (Tang and Wang,2010) (Luqi andBhattacharya, 2000) (Singh,2012) (Sanusi and Mustafa,2008)Risk Taxonomies   Delphi Study Interviewing/ Brainstorming  Questionnaire  Decomposition  Critical Path Analysis 

4.2. User involvementAuthors (Al-Mudimigh et al., 2010) regarded theidentification of software project risks as dynamicprocess that cannot be executed by either an
individual such as a project manager or a specificdepartment. Therefore, combining all project usersincluding project managers, project teams, andstakeholders in the process of risk identification isvital to deciphering the project risks that may affectthe project. On the contrary, some of the developed
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models or methods consider only the participation ofthe project manager for the identification of riskwhile disregarding other users. For example, authors(Mustafa et al., 2010) and (Iranmanesh et al., 2009)developed a model that considers only projectmanagers for the risk identification process whileother re-searchers considered alternative projectusers in their model or method.In addition, user participation is not restricted tothe risk identification but also involved in theprocess of analyzing and prioritizing the risks in the

project. In the literature, some models only allow theinvolvement of project users in the input process ofthe risks, while analyzing and prioritizing the risksare computed systemically or semi-systematically bythe developed model or method. For example, asshown in Table 3 user involvement in the model andthe tool developed by (Choetkiertikul andSunetnanta, 2010), is only restricted to specific areaof risk identification, while best practices based rulesare used to analyze and prioritize the risks.
Table 3: Project Users InvolvementProject Users (Tang and Wang,2010) (Luqi andBhattacharya, 2000) (Singh,2012) (Jianyi etal., 2008) (Sanusi and Mustafa,2008)Project Team  Project Manager     Stakeholders As shown in Table III, although the views ofresearchers are consistent on involving projectmanagers in the risk identification process as projectteams or stakeholders, not all researchers haveconsidered their significance. Therefore, thisresearch postulates that involving all sectors ofproject users in the processes of identifying,analyzing, and prioritizing the risk offers a morecomprehensive and effective approach to managingproject risks.

4.3. Risk rulesFollowing the identification of project risks usingdifferent identification techniques, the next stepentails analyzing the identified risks to furtherdetermine their severity level, and ranking themafterward based on their impact on the project. Thisdemands the adherence to procedures that analysesthe identified risks based on certain rules fromdifferent perspectives in order to evaluate theirseverity level toward assessing the project. In theliterature, there are no conventional analysisprocedures or processes and every researcheradapted their own analysis to carry out the riskanalysis process. However, a majority of theresearchers who executed their model or method ina visualized tool used rules for risk analysis. The riskrules differ for each tool. However, the applicabilityof the rules in project risk analysis is a commonfeature among the tools. It is assumed that usingrules will aid project users in analyzing the projectrisks without difficulty.Authors (Sharif and Rozan, 2010) combined riskconditions with risk scenarios to generate risk rulesfor project risk analysis. Risk conditions aresimulated conditions that can activate a risk whencertain conditions are met. Whenever a conditionarises, a specific simulated scenario is profferedwhich defines basic features of the potential risk thatmay occur if that condition becomes real. In addition,authors (Iranmanesh et al., 2009) developed Fuzzylogic based IF-THEN risk rules using MAT-LAB.These fuzzy logic rules are treated as condition cases

where certain actions are carried out in actualconditions in order to identify and analyses the risksin the project. Alternatively, authors (Choetkiertikuland Sunetnanta, 2010) used Capacity Maturity ModelIntegration (CMMI) best practices to determine thequality of the project as an inverse option toanalyzing project risks. All these different riskanalysis approaches are evidently insufficient whenit comes to real life scenarios given that everyresearcher makes assertion to the uniqueness andversatility of their separately proposed risk analysistechnique.Therefore, the paper has investigated thesignificance of each risk rule based on the MalaysianSME software development context. Additionally,these risk rules are used in the analyzing stage of theidentified risk of the project. Also, as will beexplained in next section, analyzing a risk requiresadhering to the characteristics of the risk whichdetermine the level of rules to be used in order toexamine all characteristics of the risk. This will leadto a more comprehensive risk analysis process thatanalyses the risk from contrasting angles. Therefore,the researchers examined the importance of riskrules in the risk analysis process.
4.4. Integrated risk analysisRisk analysis based on one risk rule or anintegrated risk rule requires defining the parametersin which these rules are going to process theidentified risk. According to (Hubbard, 2008), goodrisk management demands a risk analysis processthat is scientifically sound and that is supported byquantitative techniques. In addition, the aim of riskanalysis is to provide an insight into the risk profileof a project and to use these insights to drive the riskresponse process (The Project ManagementInstitute, 2008). Therefore, in order to obtain ascientifically sound analysis, understanding thecharacteristics of the risk are inevitable. As shown inFig. 2, a list of different characteristics in theliterature is presented which by doing any riskanalysis should be addressed. A brief definition of
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the characteristics that are used for the feeding inputor the parameters of analyzing the risks areexplained below.

Fig. 3: Risk CharacteristicsProbability of Occurrence and Risk Impact: Thesetwo parameters are the most prevalently used in theliterature to compute the risk exposure which iscalculated by multiplying them (Boehm, 1991). Theprobability of occurrence is the possibility of a threatnegatively affecting the project while the impact ofsoftware risks signifies the degree or level ofinfluence that a risk may have on the success or

completion of a project. There are negative impactsand positive impacts to the project. The negativeimpacts are described as threats (risks) while thepositive impacts are referred to as opportunities(Office of Government Commerce, 2009). Thisresearch is focused on the negative impacts (risks).In related literature, risk impact types have beendefined differently. For example, the RiskManagement Guide for DoD Acquisition (USDepartment of Defense, 2003)), stipulate five levelsto evaluate the probability of occur-rence ofsoftware risks i.e., ”Remote”, ”Unlikely”,”Likely”,”Highly likely” and “Near certainty”.The DoD method comprises different types ofimpact of software risks with comprehensibleassessment of criteria, and explanation for eachprobability scale of occurrence and impact. Theimpact contained in the DoD Guide includes tech-nical performance, cost, schedule and team. Theassessment of the probability of occurrence andimpact of software risks based on the DoD RiskManagement Guide is shown in Table 4.
Table 4: DoD modified risk assessment methodLevel Probability ofOccurrence Impact

Technical Performance Cost Schedule Team1 Unlikely Acceptable with somereduction in margins <5% Additional resources required. Able tomeet need dates Some
2 Likely Acceptable withsignificant reduction inmargins 5-7% Minor slip in key milestone. Not able tomeet need dates Moderate
3 High Likely Acceptable: No remainingmargins 7-10% Major slip in key milestone or criticalpath impacted Major4 Near Certainty Unacceptable >10% Cannot achieve key team or majorprogram milestone High
In contrast, the Software Risk Evaluation (SRE)method describes the rating of the probability ofoccurrence on a scale of one to three, while theimpact was defined by four components: cost,schedule, support and technical performance(Williams et al., 1999). Apparently, the SRE impactcomponents did not take account for the “team”component, which has become a significant factor inmodern software projects (Jiang et al., 2000). Also,authors (Karolak, 1995) proposed the SoftwareEngineering Risk Management (SERIM) whichutilizes three of the risk elements: cost, schedule andtechnical performance to identify any correlationbetween software risks. However, similar to the SREMethod, SERIM also excluded the “team” issue. Acomparative analysis of the different impact for theaforementioned software risk assessment methodsis shown in Table 5.Risk Uniformity: Involves evaluating the impactof a sin-gle risk on several activities. It is applicablein activities being affected or may be affected bysimilar risk are categorized into a specific activitygroup in order to analyze the effect these activitieshave on similar mutual risks. According to (Creemers

et al., 2010), low risk uniformity results in anaverage of 60 activity groups in a project network.The average number of activities in an activity groupequals 2.
Table 5: Various impacts of the risk assessment (Adaptedfrom (US Department of Defense, 2003))Impact SRE SERIM DoD GuideCost   Schedule   Technicalperformance   Team Support On the other hand, a high risk uniformity settingcorresponds to an average of 20 activity groups in aproject network whereas the average number ofactivities in an activity group equals 6. Categorizingactivities based on similar risks, and analyzing themplays a significant part in identifying and analyzingthe most risk prone activities in the project ratherthan emphasizing only top risks of the project. Thisgenerates a register of top influencing risks in the
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project in addition to top affected activities in theproject.Risk Quantity: During the risk identificationprocess, several dissimilar risks are identified usingvarious risk identification techniques. Therefore, riskquantity indicates the number of risks that areidentified in the process of risk identification. Aproject which has a high number of risks deservesmore interest than a project with relatively feweridentified risks. According to (Creemers et al., 2010),a low risk quantity setting points to a project whereactivities are affected by 25 risks; while theincidence of 50 risks in a project suggests riskquantity is high. These settings are reliant onmanagement decisions given that there is noconsensus on the number of risks to be consideredhigh or low in a project, rather it differs based oncompany or country.Risk Time Frame: Risks inherent in one phase of aproject may have lower occurrence and impact inother phases of the project. High impact risks in theplanning phase may have differing impact on otherphases of the project. Therefore, risk time frame hasbeen defined as “when the risk needs to beaddressed (i.e., risk associated with activities in thenear future would have a higher priority than similarrisks in later activities)” (Westfall, 2001).Risk Correlation: The interrelationship betweenidentified project risks requires an assessment todetermine if the impact of this variable will

complicate risk conditions and thus increase losses.Therefore, risk correlation studies confirm if thevarying risks in any given activity group arecorrelatable (Creemers et al., 2010).Risk History: The risks of a project may arisefrom the organizational environment or caused byexternal factors. These risks may occur in differentprojects concurrently or transferred over from priorprojects. As risk correlation in-volves the evaluationof the interrelationship of current project risks, riskhistory entails correlating previous risks or risks ofother existing projects to the current project risks.Based on the above risk characteristics, asummary of the possibility of each characteristic areoutlined in Table 6.
Table 6: Risk Characteristics Matrix (Adapted from(Williams et al., 1999))

Risk
Uniformity

High LowRisk Quantity H L H LRiskProbability H L H L H L H LRisk Impact H L H L H L H L H L H L H L H L
Each risk impact, whether high or low, is derivedfrom the modified DoD risk assessment method asshown in Table 7.

Table 7: Project risk impact matrixRisk Impact High LowImpact Level 4 3 2 1Technical PerformanceImpact Unacceptable Acceptable: Noremaining margins Acceptable withsignificant reductionin margins Acceptable withsome reduction inmarginsCost Impact >10% 7-10% 5-7% <5%
Schedule Impact Cannot achieve key teamor major programmilestone Major slip in keymilestone or criticalpath impacted Minor slip in keymilestone. Not ableto meet need dates

Additionalresources required.Able to meet needdatesTeam High Major Moderate SomeBased on these impact levels, explained riskcharacteristics or parameters that are mentioned inthe literature are analyzed in this research as to theirapplicability in the context of Malaysian SMEsoftware development companies.
4.5. Risk ranking indicesPrioritizing project risks is the concluding step inthe risk assessment process. However, there are noconventional techniques or procedures forprioritizing project risks during project riskassessment. Various researchers developed theirown ranking procedure that was most suited to theirproposed model or method. In addition to rankingprocedures, basic ranking processes are based ontwo different approaches: activity-based ranking andrisk-driven ranking approaches. According to(Creemers et al., 2010), risk-driven approachevaluates the impact of root risks on the uncertainty

of the activities and on the project completion time.On the contrary, an activity-based approach assessesonly the uncertainty of the activities withoutanalyzing the root risks that cause this uncertainty.Authors (Creemers et al., 2010) created two novelranking indices based on Monte Carlo simulation forconstruction projects. One of these ranking indices isbased on activity-based ranking indices while theother is based on risk-driven approach. Modifyingthese ranking indices will help software projectsexploit project risks ranking based on activities andrisks. In this research, applicability of both activitiesin the context of Malaysian SME softwaredevelopment was assessed by analyzing thesignificance of each one in the ranking process or theimportance of combining both ranking approaches inthe risk ranking process.However, the proposed risk assessment modelsor methods for software projects reported inliterature only apply risk-driven approach in their
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risk ranking. Nonetheless, using activity-basedapproach to rank project activities with severeeffects from different risks is also important inproject risk analysis. Therefore, this research studiesthe importance level of both ranking approaches inthe process of risk analysis.
4.5. Risk dimensionsRisks arise from different sources, thus it isimportant to analyze them based on their source.There are various approaches to categorizing risksand researchers in the literature used differentdimensions to group risks in software projects.Authors (Wallace et al., 2004) investigated all riskdimensions in the literature and examined thembased on relevant references and established 6dimensions which most researchers apply in theirrisk grouping system. These risk dimensions includeuser, team, requirement, project complex, planningand control and organizational environment.In this research, these risk groups are assessed inline with their applicability in the Malaysian SMEsoftware development companies by analyzing thesignificance of each risk group in the process ofgrouping identified risks in software projects. Inaddition, grouping risks also plays a vital part in theanalysis process of project risks. Therefore, thepaper examines their importance level in the projectrisk analysis process. Moreover, the importance ofthese dimensions in using mixed risk identificationtechniques is also examined and analyzed.
5. ConclusionIn this paper, the influencing factors that takeimportant roles in the processes of having integratedand effective risk assessment approach in thecontext of SME software enterprises are discussed indetail. Also the proposed conceptual framework andit’s constructs are presented and explained. Finally,as our ongoing research, currently the study focuseson validating the proposed conceptual frameworkfrom practitioners in Malaysian SME companies.
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