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Abstract: Despite the recent economic downturn in the telecommunication sectors and the Internet, electronic-commerce (e-commerce) continues to grow, and websites remain as an important communication channel betweencompanies and their customers. As with time, the number of Internet users continues to increase, but manycustomers are still reluctant to provide their sensitive personal information because of their lack of trust on theBusiness-to-Consumers (B2C) e-commerce sites security and privacy. This paper aims to find the factors to increasesecurity and privacy in e-commerce sites. For that conducted a detail literature search covering the past 23 years.This had helped us to find a total of 32 security factors of e-commerce in businesses that are divided into seven maincategories: Security, Privacy, Ethical & legal issues, Intellectual property right, Trust and Loyalty. Based on thefactors a conceptual model will be developed, this model will assist businesses or individuals who currentlyconsidering or conducting business using e-commerce. This review will list, discuss, analyse and evaluate these e-commerce security factors.
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1. Introduction*E-commerce defined often simply as buying andselling using the Internet but according to Bocij(2003) it also covers the pre and post sales activitiesacross a supply chain. E-commerce definition isdifferent according to various authors such as Zwass(1996) look into a broader definition of e-commerceis sharing of business information and maintainbusiness relationships. Kalakota and Whinston(1997) refer to range of different perspective on e-commerce. For example, from the perspective ofcommunication: the delivery of information,product/services or payment by electronic means. Abusiness perspective: the application of technologytoward automations of business transaction andwork flows. Service perspective is enabling costcutting at the same time of increasing quality andspeed of service quality; and from an on-lineperspective, the on-line buying and selling ofinformation and products.Online sales offering from e-commerce firms canchange the way consumer purchase goods andservices but the potential has not been fulfilled due,in part to consumer perception of risks involve inconducting business online (Zavod et al. 2001).Customer on an e-commerce site, mostlycomfortable with providing general informationsuch as preference but not when it comes tosensitive information such as the credit's cardnumber (Suh and Han, 2003). This is mostly notbecause of lack of e-commerce security it is just they
* Corresponding Author.

don’t trust these services ( Zavod et al., 2001). For e-vendors, therefore, it is critical to promote trust inorder to transform a potential consumer fromcurious observer to who is willing to transact overthe site. Understanding the nature and antecedentsof consumer trust in the web vendors with a set ofmanageable, strategic levers to build such trust,which will promote acceptance of B2C e-commerce (Choudhury et al., 2002). In this review, after goingthrough several articles have identified 32 securityfactors for e-commerce that business can consider tosafeguard their online presence. The objectives ofthe paper are:1) To identify factors that can affect businessestoward secure adoption of e-commerce in theirrespective organization/companies.2) To develop the conceptual model for e-commercesecure adoptionIn this paper, later will list and explain thefactors; and in next section will define the e-commerce origin and development. This paper willprovide a holistic approach toward providingsecurity and privacy for e-commerce rather thanfocusing on the single factors of e-commercesecurity.
2. Theoretical background of the study

2.1. Electronic-commerce evolutionBose (2002), refers to business orientation fromthe last 150 years, starting from the years 1850 to
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2000, including the production (1850), sales (1900),marketing (1950) and customer centric (2000). In1850, businesses could sell anything to customers,and such they were more focussed on production. In1900 however, businesses realised that customershad more power, thus giving rise to the era of sales.Following this, in 1950 businesses came to another

realisation, namely that the products they mademust be market oriented, with a focus on thecustomers’ needs (Bose, 2002). Today we see a verycustomer centric market, with businesses capable oftreating every customer uniquely and independentlyaccording to their preference (Berger and Bechwati,2001; Bose, 2002).

Fig. 1: E-commerce development over the last 67 yearsFollowing the business orientation model hasgiven rise to a model for e-commerce revolution overthe years starting from 1945 to year 2014, as shownin Fig. 2.1. 1945 is the year that sees the invention ofthe computer, and although this year sees nodevelopment in e-commerce technology, it providesa framework for future technologies to take place. In1969, the Internet introduces what is now the basisfor today’s e-technologies; the amount of tradeconducted electronically must increasetremendously with the widespread use of theInternet in the present world.  The e-commerceoriginally conceived to describe conducting e-commerce transactions electronically usingElectronic Data Interchange (EDI) or Electronic FileTransfer (EFT) (Kosiur, 1997; Trepper, 2000). Thesetechnologies emerge in 1970 with the innovationEFT; however, this technology is mostly used byfinancial institutions, large organisations and daringbusinesses (King et al., 2004; Zheng et al., 2005).Following this came the development of EDI, whichtransfers routine documents and executes electronicpurchases in the form of invoices and orders (Kosiur,1997; Sharda, 2000).By 1980, more e- applications in e-commercefollowed. A travel registration system for stockstrading, credit cards, ATM machines and telephonebanking were a next step toward evaluation of e-commerce. Such systems are known as inter-organisational system applications, and theirstrategic value to businesses has been widelyrecognised. In the year 1990 when users started toflock to the World Wide Web, the term e-commercebecame more commonly used between businesses(Black, 2000; Anumba and Ruikar, 2002). With this,many businesses began to open e-commerce sitesknown as dot.com. One reason for this suddenexpansion was a development of new protocols,networks and software, as well as the increasingcompetitive pressure among businesses (King et al.,2004) thus allowing e-commerce to continue itsgrowth. The Unites States estimates growing e-commerce revenue between 1999 through 2003whilst Figs from the European union also show a

constant upward increase in e-commerce activitiesimplied by an explosion of the dot.com marketbubble (Zheng et al., 2005), almost all medium tolarge enterprises currently have websites andportals through which to connect their suppliers andbusiness partners. Since 2000, there has been agreater emphasis on small and medium-sizedenterprises towards the adoption of e-commerce intheir respective industries, whilst several studieshave been conducted in this sector to improve theadoption process at a managerial level (King et al.,2004). From 2000 to 2015, extensive research isconducted to improve e-commerce adoption amongbusinesses, as shown in Table 2.1.With all of this said however, there remains ahigh tendency to not use the Internet when it comesto performing business transactions. A lack of truston the part of internet users and SMEs when itcomes to e-commerce is often assumed to be one ofthe many reasons for the disappointing developmentof Business to Consumers (B2C) in e-commerce(Reichheld and Schefter, 2000; Brengman et al.,2011). This lack of trust is thought to have manycauses, and most literature centres on a perceivedlack of security in Internet transactions, togetherwith the fear of loss of privacy (Hamzah et al., 2001;Dresner et al., 2008; Lassala-Navarré et al., 2009;Polasik and Wisniewski, 2009; Zendehdel and Paim,2012). As a direct result of these problems, e-commerce cannot grow at a rapid pace (Zendehdeland Paim, 2012). Therefore, from 2010, there hasbeen an increase in research focussing on e-commerce security so as to encourage people tospend online by trusting the vendor.
2.2. Security in e-commerceOnline sales offering from e-commerce firms canchange the way in which consumers purchase goodsand services, although the potential has not beenfulfilled due, in part, to consumer perception of therisks involved in conducting business online (Zavodet al., 2001; Lopez et al., 2005).
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The current state of e-commerce is a goodexample that the supporting technology has not yetreached its full potential. During the late 90s therewere many predictions regarding how e-commercewould develop in the near future (Zavod et al., 2001).For example, in 1990, Forrester Research (1999)predicted a volume of US$ 184 billion of US onlineretail sales in 2004 whereas the actual value is onlyUS$ 69 billion, representing big gap. The potential ofe-commerce has not been fulfilled due, in part, toconsumers’ perception of the risk involved withconducting business online (Lopez et al., 2005).Customers on an e-commerce site are mostlycomfortable with providing general information towebsites such as preferences, but are lesscomfortable when it comes to sensitive informationsuch as a credit card number (Suh and Han, 2003).This is not because of a lack of e-commerce security,but it rather more to do with the fact that they do nottrust these services (Zavod et al., 2001). For e-vendors, it is therefore critical to promote trust inorder to transform a potential consumer fromcurious observer to one who is willing to transactover the site. It is crucial to understand the natureand antecedents of consumer trust in the webvendors, with a set of manageable, strategic levers tobuild such trust, which will in turn promoteacceptance of B2C e-commerce (Choudhury et al.,2002).According to Forrester Research, youngconsumers (59%) are primary reasons for notconducting business on-line whilst the remainingparticipants (approximately 43%) cite a concern forthe on-line privacy of that data on the website(McQuivey, 2000). In order for e-commerce to reach,and exceed its full potential, there is a need forcompanies to provide an increase level of trust andconfidence between the business and its customers.Indeed, the creation of technologies is essential inorder to protect individual privacy and security inonline business transactions.Özkan, Bindusara, & Hackney (2010) study thecritical factors (security, advantage, web assuranceseals) which are necessary through customerintention to adopt e-commerce system. Theperception of good security and trust will ultimatelyincrease the use of e-commerce. In fact, customers’perception of the security of e-commerce systemshas become major factor in the evolution of e-commerce in markets (Zhang and Wang, 2014).Websites should adopt a privacy policy whichallows a customer to trust the website with regard tosharing personal information (Choudhury et al.,2002). Interacting with online customers makes itpossible to convey that the vendor is competent,honest, benevolent and predictable, therebystrengthening the customer’s trusting belief (Ferrinet al., 2008). The vendor should advertise its goodreputation in order to induce buying behaviour.Linking to other trusted sites allows for assurancebuilding, thus enabling purchasing and Internetbehaviour. Third party seals and guarantees fromthe sites such as BBB, AICPA’s Webtrust or SysTrust

increases the integrity of the vendor and allows acustomer to trust the site (Choudhury et al., 2002).When dealing with B2C clients, there is a greatdeal of responsibility imparted on the person orgroup of people which maintain the website. It isvery important both in the context of ethical andlegal business-to-consumer that what is written orportrayed about the company are factual. Inaddition, if proper business to business ethicalbehaviour is not being followed there is a possibilitythat trade secrets and/or intellectual property canbe exposed. In order for e-commerce to exceed andto reach its full potential there is a need forcompanies to provide an increased level of trust andconfidence between business and their customers.The technologies are needed to create to protectindividual privacy and security in online businesstransactions.
3. Review research methodThe reviews based on the reputable and reliablepublication that help to fill the gaps in e-commerceresearch. These articles cover e-commerce andsecurity of e-commerce in business. The articles thatare selected are for on B2C commerce interactionand excluded the paper related to B2B andConsumer-to-Consumer (C2C) context. The reasonfor doing that is as determinants of security factorsare likely to a difference in B2B and C2Cenvironment than that of B2C in term for customer'stype, trade/sales, business and decision making.The articles are collected from two sources 1)Journal articles, books and literature on the topic ofe-commerce security published. 2) From researchpaper published by authors in conference. Thepublication included in his review from year 1991 to2001. There are a total of 300 articles selected froma collection of 530 articles, which were extractedfrom the 1,650 pre-investigated items. To find thesearticles, multidisciplinary databases are used. Tofind the relevant articles have used a list of keywordssuch as e-commerce security factors, e-securityfactors, security and privacy in e-commerce, e-loyalty, e-commerce trust, intellectual property right,ethical and legal issues in e-commerce. Thesekeywords were used to find articles related all thetopics discuss in this review.
4. Security factors in e-commerceDuring the literature review, 32 security factorshave been found to protect business from illegalactivities and encourage them toward adoption of e-commerce. Here, the factors are divided intoIndependent factors that are Ethical & Legal issues,Security, Privacy, Intellectual property rights, Trustand Loyalty shown in Fig. 2. The factors are turnedinto a proposed model for defining e-commercesecurity in business. Under each Independent factorconsists of variables or dependent (Contributing)factors shown in Fig. 3. This paper will explain all thefactors in details and will define how it will be
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beneficial for an organization in terms of research conducted on them by previous researchers.

Fig. 2: Proposed model for E-commerce security
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Fig. 3: E-commerce security factors
4.1. Trust factorsThere are three characteristics to represent theperceived trustworthiness of the trustee, namelyability, benevolence integrity, competence andpredictability (Ferrin et al., 2008; Sari and Rofiq,2013). Indeed, should the trustee possess thesequalities then trust will develop (an intention toaccept vulnerability) toward the trustee (Ferrin etal., 2008; Zhang and Okoroafo, 2013).(a)Warranty Messages: Site provides adequate andclear statement on warranty messages. Aspectslike malfunctioning and misinforming must beclearly covered to improve the trust betweenbuyer and seller.

(b)Data Integrity and Reliability: This means thatone believes that the other party makes goodfaith agreements, tells the truth, acts ethically andfulfils promises (Bromiley and Cummings, 1995)to secure data against alteration and interceptionwhilst also ensuring that the electronic record isnot altered; electronic signature is used (Ter Kah,1999).(c) Competence: In the case of an Internetrelationship, the consumer would believe that thevendor can provide the goods and services in aproper and convenient way.(d)Predictability: Predictability is consideredimportant in a trusting relationship as aconsumer can predict the vendor’s action. Forexample, in the case of Amazon, customers canpredict that they will receive a book within seven
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days, even if they receive no confirmation e-mail.This helps to build a trusting relationshipbetween vendor and consumer (McKnight andChervany, 2001).(e) Benevolence (caring): Trusting belief-benevolence means that one party believes thatthe other party care about ones and is motivatedto act in one’s interest (McKnight and Chervany,2001).
4.2. Security factorsAccording to Kalakota & Whinston (1996),Shahibi & Fakeh (2011), Zhang & Okoroafo (2014), asecurity threat is defined as a circumstance,condition, event with the potential to causeeconomic hardship to data or network resources inthe form of destruction, disclosure, modification ofdata, denial of service, and/or fraud, waste andabuse. Security thus pertains to protection againstthese threats; security in e-commerce is reflected inthe technologies used to protect and securecustomer data (Hiller et al., 2002; bin Daud et al.,2011).
(a) Authorisation (Protection of a site fromunauthorised outsiders): Access Rights should begranted on a need-to-know basis; securitypatches should be applied as soon as possible;sensitive or confidential data should beencrypted; web servers, network equipment, andother infrastructure components should bephysically protected. Security best practicesshould be implemented as recommended byorganisations such as the network securityshould be audited regularly by someone whospecialises in intrusion detection and prevention.
(b) Authentication: Authentication ensures that thetrading parties in an electronic transaction orcommunication are in fact who they claim to be(Suh and Han, 2003; Lassala-Navarré et al., 2009;Polasik and Wisniewski, 2009). Theauthentication can be implemented by some ofthe technology such as identity certificates,Public-Key Infrastructure (PKI), PrivilegeManagement System (PMI) (Lopez et al., 2005;Luo et al., 2008).
(c) Transaction Security: Transaction securitydepends on the confidentiality of informationbetween seller and buyer and non-repudiationthat becomes even more important during theexecution phase where secure payment isensured as well as the secure delivery of the good(Shahibi and Fakeh, 2011). Therefore, accordingto Katsikas & Lopez et al. (2005) e-commercesecurity requirement depends on confidentiality,the integrity and availability of information andsystem, the authenticity of communicationparties and the non-repudiation sources.
(d) Customer Screening: This is essential in order toprotect a system from unauthorised access andcan be done using a firewall and terminal,database, server, application, and operatingsystem security measures (Suh and Han, 2003).

(e) Data Security Policy: The first step in securingentity, electronic data and the system involves adesign security policy. Security policies areimportant because they define what is beingprotected and what type of restriction should beput on those controls (Smith, 2004).
4.3. Privacy factorsPrivacy is “the condition of not havingundocumented personal knowledge about onepossessed by others” (Parent, 1983). Privacy relatedto issues of concern for both current and prospectivee-commerce customers (Lanier, 2008; Okeke et al.,2013). There are a number of ways in whichindividual information can be found on the Internet,such as reading individual entries on a newsgroupposting; looking at individual names and identities inthe Internet directory; by reading emails, conductingsurveillance on employees, wiretapping wireless andlistening to employees; asking an individual tocomplete website registration, and gatheringinformation on individuals while they access thewebsite by making use of cookies (King et al., 2004;Karakaya and Stark, 2013).According to Harrison, McKnight & Choudhury etal. (2002), e-commerce allows for the maintenanceof trust and development of relations with onlineclients such as privacy policy and third-part privacyseals, interacting with customers, reputationbuilding, links to other sites and guarantees or otherseals.(a)Privacy Policy: An online privacy policy or OOP isoften used by a website to provide acomprehensive description of their informationpractices (Antón and Earp, 2001). It informsusers that their privacy rights are beingconsidered and that the website understands theprivacy concern faced by users (Alicia and Bardo,2005). The information practices reflected in thefirm’s privacy policy should be open and honest,thus giving users the opportunity to evaluate thepractices and make informed decisions regardingwhether or not to disclose their personalinformation (Culnan and Bies, 2003). A websitewith a privacy policy will reassure consumersthat the vendor is ethical, thus meaning that theseconsumers will be more willing to shareinformation (McKnight and Chervany, 2001;Okeke et al., 2013). This will lead to an increase inrepeat visits and more purchases (Marchewka etal., 2005).(b)Cookies: Cookies and tracking software are usedto follow consumers’ online activities so as togather information about their personal interestsand preferences. This information is extremelyvaluable as it helps a company to sell customersthe products and services tailored to their needs(Marchewka et al., 2005). According to Privacyand Electronic Communication Regulation,businesses have to inform their customers thatthey use cookies, and provide a choice for userwho do not want to accept it; this means
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providing users with a statement of privacy andcookies which tell them how they are being usedand how they can be switched off by the users (King et al., 2004).(c) Third Party Privacy Seals: Third party seals areincreasingly used by businesses to communicatetheir commitment to security (e.g. Verisign) (Hiller et al., 2002). Groups like TRUSTe orBBBOnline, AICPA’s Webtrust or SysTrust andEntertainment Software Board Real (ESRB) offerprograms in which businesses can participate inorder to show their commitment to privacy andsecurity. Privacy seals offer a readily visible andeasy way to reassure consumers that the onlinebusiness respects individual privacy on theInternet (Marchewka et al., 2005).(d)Employee’s Privacy: In some cases technology hastransformed arrangements, thus meaning thatpeople can connect to company intranets fromhome. The growth of mobile Internet, wherebyemployees can access information on the move,has piled additional pressure on the securitysystem (Anne-Marie et al., 2003). With this inmind, there should be a code of conduct foremployees using a system that ensures privacyand security of consumer data. It is also notethical for a company to access their employees’data and emails without their consent, and assuch measures should be provided to protectindividual employee privacy (Karakaya and Stark,2013).Organisations are educating their employees andprovide necessary hardware and software thatenhances user privacy. For example, if anorganisation informs its employees of its policy andintention to monitor e-mails as well as theconsequences of sending and/or receiving e-mails,considered inappropriate, then the employee maycut down on the number of such emails, and theorganisation will have achieved their goals (Udo,2001)
4.4. Ethical and legal issues factorsWhen dealing with ‘Business to Consumer’clients, a great deal of responsibility lies with theperson or group of people which maintains thewebsite. It is very important in the context of anethical and legal B2C perspective that what iswritten or portrayed about the company is factual.Furthermore, if proper business to business ethicalbehaviour is not being followed, there is thepossibility that trade secrets and/or intellectualproperty may be exposed. As with any business’splanning or publishing, website developmentinvolves a variety of legal issues and standardswhich should be followed. Such issues areconsidered to protect both the consumers and theowner of the site. The following details some of theareas that should be considered.(a)Control Spam: Unsolicited commercial emailcommonly known as spam. The opt-in consentprocedures for commercial e-mails were

introduced by the Privacy and ElectronicCommunication Regulation, thus meaning that abusiness is only allowed to contact those peoplewho have agreed to be contacted (Blanzieri andBryl, 2008). In order to save businesses from theaggravation of having to obtain consent from allcustomers, the rule only applies to newcustomers (King et al., 2004). Businesses cancontinue selling their products to currentcustomers, provided they can opt out of receivingfuture messages related to similar products andservices. The US CAN-Spam Act (Controlling theAssault of Non-solicited Pornography andMarketing Act) of 2003 allows spam with newinstructions, e.g. it demands that the advertiser’semail address be included, that an opt-out link ispresent, that there is a legitimate return emailaddress, and that messages are clearly marked asadvertisement (Blanzieri and Bryl, 2008).(b)Electronic Contracts: An electronic contract suchas a digital signature is a mathematical schemeused to demonstrate the authenticity of a digitalmessage or document. A digital signatureprovides a secure vehicle for the prevention ofunauthorised alterations to the data and holdsgreat potential for facilitating secure e-commercetransaction (Deng et al., 2012).(c) Guarantees or Other Seals: Guarantees or otherseals such as BBB, AICPA’s Web Trust or SysTruststate that the reliability of a website would helpto raise trusting belief in the integrity of thevendor, thereby endangering willingness todepend on that vendor. The trusting beliefdepends on the nature of the seal (McKnight andChervany, 2001).(d)Links to Other Sites: Linking to other trusted sitesallows for assurance building, thus enablingpurchasing and Internet behaviour (Stewart,1999). The implication of the outside link is thatone has a good company because that is goodcompany. Indeed, this has an impact on thetrusting beliefs relating to the site vendor(McKnight and Chervany, 2001).
4.5. Intellectual property rights factorsAs privacy is a major concern for customers,intellectual property is a major concern for thosewho own intellectual property. According to theWorld Intellectual Property organisation, intellectualproperty refers to the creation of mind: invention,literary and artistic works and symbols, names anddesign used in commerce. There are four main typesof intellectual property rights which link to e-commerce, including trademarks, domain nameregistration, copyrights, patents. There aredifferences when it comes to the way in which theserights operate. The patent holds for twenty years,whilst copyrights last until 70 years after theauthor’s death, and trademarks can be continuallyrenewed, meaning that they effectively last forever(Wilson, 2009).
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(a)Trademarks: Trademarks are composed ofsymbols, letters, words, designs, numbers, shapesand combination of colours, etc. used by businessto identify their goods and services. A trademarkmust be distinctive and original if it is to beregistered and protected by the government(King et al., 2004).(b)Domain Name Registration: the domainrepresents the virtual identity of the provider,and his/her products. In light of this, it alsofeatures as part of the trade name on visitingcards, brochures and in advertising copy(Thomas, 2000). A domain name refers to theupper category of a URL address. A variation oftrademark is Domain name. Indeed, in 2002, theInternet’s governing body on Website namesapproved the following top-level names; .Biz,.info, .name, .pro, .museum, .aero, .coop besides.com, .org and .gov which are already being usedby the Internet community (King et al., 2004).(c) Patents: A patent is comprised of documents,which provide the exclusive right on invention fora fixed number of years, e.g. 10 years in theUnited States and 5 years in the UK. Theapplication of patents must include following oneor more claims that it must be new, useful, non-obvious and industry applicable (King et al.,2004). The invention can be in the form of aphysical device, method or a process of making aphysical device.(d)Copyrights: Copyright is an exclusive grant fromthe government that provides the exclusive rightsto the creator of original work, including a rightto copy, adopt and change the work. Copyrightmostly exists in literary, musical, dramatic andartistic works; sound recording, film,broadcasting and cane program. In addition,copyright also protects images, photos, logos,text, HTML, java script and other material (Kinget al., 2004).
4.6. Loyalty factorsModern day customers are in a very uniqueposition, with many e-commerce businesses just aclick away. Indeed, this provides a huge advantage tobuyers, as they can compare the quality and price ofproducts between the world-wide sellers (Chang etal., 2013). Therefore, in order for businesses tohandle this type of competitive pressure, there is anever growing interest in e-loyalty (Hansen andJonsson, 2013). Customer loyalty increases sales ofproducts and increases company profits over time(Chang and Chen, 2009; Kiran and Diljit, 2011). Italso costs five to eight times more for a company toacquire new clients compared to keeping existingones (Reichheld and Schefter, 2000).(a)Trust in Website Services and Security: McKnight& Chervany (2001) present an interdisciplinarytopology of trust which is related to e-commerceconsumer actions. The typology consists of fourconcepts: disposition to trust, institution-basedtrust, trusting belief, and trusting intention

(McKnight and Chervany, 2001). Trust is definedas a type of belief superior to faith and inferior toconfidence; the faith-trust-confidence continuum(Egger, 2001). Trust in an e-commerce site helpsto build loyalty in consumer behaviour (Cyr,2008; Eid, 2011).(b)Reputation Building: A web retailer’s reputationis an important antecedent of trust, perceivedrisk and purchase intention (Pavlou, 2003). Apositive reputation is considered a key factor forreducing risk and creating trust because itprovides information which indicate that theselling party has honoured or met its obligationtoward other consumers in the past (Ferrin et al.,2008) .(c) Satisfaction with Past Services: Marketers areconstantly attempting to discover the majorfactors leading to customer loyalty, satisfactionwith services obviously representing one of themost important (Guinalíu et al., 2006; Chang andChen, 2009). The best indication of customersatisfaction and business service quality is repeatvisits to a website, a recommendation of thewebsite to others, positive remarks or commentsabout the website and repeat purchases (Berry etal., 1996).(d)Frequency: A peer may increase its trust value byincreasing its transaction volume and numbers oftransactions is an important scope factor inmeasuring satisfaction in different peers (Xiongand Liu, 2003). In addition, frequent shoppers aremore likely to conduct a transaction (Pavlou,2003).
5. DiscussionThere is a lot of research conducted on thesuccess factors of e-commerce, but limited researchon secure e-commerce factors for e-commerce. Thispaper provides a basis for the research conducted inthe field of e-commerce security. This review doesnot focus on a particular domain of e-commercesecurity such as privacy, trust, loyalty, intellectualproperty right but look at the holistic approachtoward securing for e-commerce for business. Thisreview will help businesses to consider securityfactors when implementing e-commerce site. So theywill be able to provide a high level of security to theircustomers and achieve their trust and loyalty. Forresearchers, this research provides some interestingquestions and a model to explore more on e-commerce security factors. This research alsoprovides that the roles of security, privacy, trust,loyalty; Ethical and intellectual rights are all relatedand under one topic.
6. ConclusionThe e-commerce continues to grow in today'smarket, but still the on-line consumers are notspending much on the Internet. The reason and themain barrier to future growth of B2C e- commerceare a security concern among a consumer. The best
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way to get over the barrier is to understand what thebarriers are and how they work. This paper wasintended to propose the holistic approach toward e-commerce security and privacy. In this review aftergoing through past papers and research hasidentified 32 security factors that help businesses tounderstand these barriers and if followed canminimize these threats to security and privacy.Future research can be done for validating andempirically testing the security factor that willprovide additional insights into e-commerce securityand specific way to inspire it.
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